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The law, which is by nature slow and deliberate, struggles to keep pace with
contemporary life. It should then be no surprise that it provides little guidance on
how we are to deal with some of the newest sources of evidence: social networking
sites, such as the ubiquitous, and some would say pernicious, Facebook. I will do my
best to pose the questions that should be asked when parties seek, or seek to
protect, the contents of a Facebook or social networking page, such as:
1. Are the contents of a social networking page ESI and thus subject to
the laws of discovery and spoliation?
2. Must a social networking site, like Facebook, comply with a valid
subpoena?
3. How should the law change to balance a litigants' right to access the
potentially rich sources of evidence stored on an individual's social
networking page with an individual's right to privacy?

1. Your Facebook Page Is ESI.
2. Social Networking Sites Provide Fertile Ground For Harvesting ESI.
3. So, You Must Preserve & Produce The Contents Of Your Page,
4. It Is Unclear Whether Social Networking Sites Must Comply With All Valid
Civil Subpoenas.
4.1.The Federal Stored Communications Act May Prohibit Enforcement Of Civil
Subpoenas Requesting Someone Else's Social Networking Page Information.
4.2.Civil subpoenas from individuals seeking ESI from their own social networking
sites are however enforceable.
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4.3.GovernmentaI Entities Can Enforce Subpoenas Served On Social Networking
Sites If They Relate To A Criminal Matter Or Investigation.

• Suggestions & Conclusions
5.1.Until the law is clear, individuals and businesses should take all reasonable
steps to preserve the potentially relevant contents of any social networking
pages for which they are responsible.
5.2.The courts should interpret the federal Stored Communications Act, or the
legislature should amend the Act, to allow social networking sites to divulge
information pursuant to a valid civil subpoena.
5.3.Somal networking sites should be required to enact a procedure and create a
mechanism through which an individual user can institute a litigation hold on
his or her page! and all historical versions of the page still stored by the social
networking site.

Your Facebook Page Is ESI
« 6SI is "any writings, drawings,'graphs, ctiarts,
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obtained,i/' Fed, R. Civ P. 34,
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Your Facebook Page Is ESI
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So, You Must Preser/e & Produce
: The Contents Of Your Page :
• Because the contents of a social media site
• are indeed ESI, then the rules of '
. preservation, production and spoliation "•
;•••; apply-

•- This could have far-reaching implications in '
• -' litigation. ' v •' • :
\
• This could mean that if you update your
Facebook page when you know that it may
• be potentially relevant to foreseeable
litigation, you are spoliating evidence.

Mackelprang v. Fid. Nat'l TWe Agency of Nevada, •
• 7nc.. 2007 WL 119149 (D.Nev. 2007)
:

;

» Defendant in a sexual harassment case
subpoenaed emails from a MySpace • /
•; page allegedly created by the plaintiff. ;' •
; •-MySpace refused to fully comply.
• • » The court held that the requesting party :
•... could not establish that the emails were •
••• even from an account created by the' •.
plaintiff or that, if produced, the • •
'
• • information would be relevant. '
• •. '

MacMprangv. Fid: NafI Title Agency of Nevada,
toe., 2007 WL 119149(D. Nev 2007> .
• However, the court held that if the defendant could •
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plaintiff using discovery served on plaintiff, not a thirdp a r t y . ,, • .
•
. . . . . ." .
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.
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The Problem Is That Much Of
Your Page is Not In Your
Control i

•• «! Presumatjly, only the SQdalnetworkmgsiteittself
• retains copiesof your oW pages. .•
« Bot even thai, isunclear; .
'
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. 2009 WL 109726 (N D. Cal, April 20, 2009) {stating tliat
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• ' preservation ordef to keep his page's confents^i. 1
, •« However, other sodalnetworking sites malntainthe'
: nght to keepcopies of your past jsage. but do not
.obligafethemselvestodosooEpfovide T •;
- .. for institotmg aiitigatiort hold' onyourt.'."
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If You Are th6 Requesting Party,
What Should You Do?

.Depending on strategy, send preservation letters to
.. both the producing party 8fid ihe soo(a! networking ^site •
• as soon as possible:.
•
•.
•
•: Sea'B cietatleti Rule 34 requests on the defendant (or
: the state ilawequivalent'K
: Subpoana ESI diiectjy TroiiT Facebook.i-inkedln-, etc •
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' Storert CcmmuTjddons (18 USC ?~0i iAct MAY apply twf
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